International Conference "Parallel and Distributed Computing Systems"
PDCS 2014 (Ukraine, Kharkiv, March 4-6, 2014)
______________________________________________________________________________________________________________

The Adaptive Routing Algorithm Taking Into Account
the Trust Level to the Remote Nodes
G.M. Loutsky, V.Ye. Mukhin
National Technical University of Ukraine "Kiev Polytechnic Institute"
lutsky@comsys.kpi.ua, v_mukhin@mail.ru

Abstract. An algorithm of the adaptive routing, which implies the data transfer on a communication channel, formed
by the criterion of the maximum security of data transfers for each constituent sub-channels between nodes. The safety
criterion is defined as the probability of threats realization to data safety on a particular sub-channel.
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1 Introduction
The distributed computer system (DCS) consists of nodes including: servers, nodes, switches and communication
channels, and the switches have a very important role there. In the DCS and switched networks the most of nodessources and nodes-receivers are not connected directly, and when the data are transferred between them, they must pass
through routers and switches. The data flow may be forwarded (switched) fro m the source node to any receiver node.
The princip le of the switching, i.e. the routing algorith m and data packets buffering strategy determines which channels
fro m the network topology can be used for maximu m efficiency of the data transfers in the network. To form the
directed secured communication channel we need to apply the special routing mechanisms that allow the direct data
flow through the predefined routers, with respect that the communication channels between them are less prone to
potential threats from the intrusions agents.
Routing mechanisms in the switched computer networks support the communications between the subjects or nodes
in the network. In particular, these mechanisms determine the principle of the allocation, filling and releasing of the
buffers and ports in the routers and also the time fo r data transfers to the next router along the path of the destination. In
addition, the routing mechanis ms determine the time intervals at which the resources are allocated in the routing process:
the buffers and switch ports of the router and the parameters of the routing protocols for different network topologies
[1]. Thus, these mechanis ms have a key role for the conflict and deadlock situations resolution in the imp lementation of
the routing protocols. It should be noted that significant influence on the time delay of the data transferred and on the
network bandwidth has the mechanisms for the data processing and the characteristics of the network traffic. [2]

2 Adaptive routing algorithm on the safe route based on the criterion of trust
level to the nodes of the DCS
The imp lementation of the adaptive routing algorith m by the safe route requires the additional parameters: weight of the
data channel (or co mmun ication channel) in terms of its safety as a value that is proportional to the trust level for the
corresponding DCS node, and is inversely proportional to the probability of the security threats realizat ion on this
channel and node. Each node (router) has its own the vector of weights of the communicat ions channels, which is
periodically updated by data from the other nodes, then also the routing tables are updated. Thus, each node supports
three vectors.
So, each node n support SWn – the vector of the safety of the communication channels:
SWn = (SW(n,1),...,SW(n,M))

(1)

where M – the number of networks to which the node n is connected directly, SW(n, i) – the weight of the channel
from the viewpoint of its safety.
Further two vectors are forming: NLn – the distances vector for a node n:
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NLn = (NL(n,1),..., NL(n,N)

(2)

where NL(n, j) – the current estimate of the weight of the safety of the channel fro m node n to the network j; N – the
number of networks in the configuration; NTn – the vector of the next hops for the node n:
NTn = (NT(n,1),..., NT(n, N)

(3)

where NT(n, j) – the next router in the current route with a maximu m weight of a secure communication channel fro m
node n to the network j.
Period ically, after a short time period, each node receives the weights of the safety of the channels from the all
neighboring nodes. Basing on the all received vectors of the weights of the safety of the channels the node x updates all
these vectors as follows:
NL(n,j) = min (NL (n, j)),при SW(n, j )≥ TLcrit

(4)

where NL(n, j) = y, y – the router, wherein the NL(n, j) has the minimu m value, TLcrit – the minimu m value of the
trust level to the node, which allows that the data can be transmitted to this node.
During the routing process the addresses of the routers on the packets route are added in the packet header field.
The principle of the generation of the routers address is crucial, for examp le, for the directed routing it is necessary to
ensure the packets transmission by the chain from the trusted routers only. Thus, the format of the packet, based on
criteria of the nodes reliability (NR) and trust level to the nodes (TL) is the next:
comments

version

IP-1

NL-1

NR-1

TL-1

IP-2

NL-2

NR-2

TL-2

...

...

...

...

IP-n

NL-n

NR-n

TL-n

Fig.1. Packet format according to the criteria of the nodes reliability (NR) and the trust level to nodes (TL)

3 The realization of the adaptive routing by the safe route
The routing algorith ms are differ, in part icular, by the point of the decision-making about the route: if fo r this goal is
used the special central controller, such decisions defines centralized routing; next there is an variant of the source
routing, when the decisions is making before packets are injected to the network, and the next variant: routing is
performed in a d istributed way, when the decisions are made during the packets transfers through the network – the
distributed routing [3,4]. Also, the combined solutions are possible. The one of such solution is based on a multiphase
routing, when the source node defines a set of the destination nodes, and the route between them is determined in a
distributed way. Let us consider in detail the features of the multiphase routing algorithm.
The mult iphase routing algorith m is a co mbined mechanis m. In this algorithm, the source node determines the node
receiver or the some subset of the nodes-receivers, and the route between them is determined in a distributed way and
consistently. The data transmission fro m the node is realized by the several neighboring nodes simultaneously, but only
those nodes are used, that meet the criteria of possibility to t ransfer the data by them, for example, the trust level to
these nodes. In fact, among all the neighboring nodes we need to choose the most trusted and reliable, and the data are
transferred to these nodes. Further, the process of route constructing continues until the data will reach the destination
node. This approach also improves the reliability of the data transmission due to their actual duplicat ion and
simultaneous transmission by the multiple channels.
The problem of imp lementation of this routing algorithm is a need for continuous and rapid exchange of metrics (NL,
NR, TL) between all the DCS nodes, as well as the redundant data channels, which may reduce the performance of the
DSC and the network bandwidth of the user data transmission.
Fig. 8 shows the variant of the mult iphase routing realization for co mputer system with a single-channel links. To
improve the efficiency of the routing mechanism there is used the approach based on the implementation of mu ltichannel links (Fig. 9).
In this case, the redundant transmission channels are realized simu ltaneously and without mutual interlocking, for
example, in Time Division Multip le Access (TDMA) mode, and the transfers of the vector of the weights of the
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communicat ion channels (NL, NR, TL) is also simultaneously transmitted with these data that allow increase the data
throughput.
In fact, in this case we have the comb ination of physical and topological mu ltiple channels, which allows to change
fast the data transmission route according to the current metrics of the nodes and communication channels and to
provide sufficiently reliable data transmission from the node source to the receiver.
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Fig. 2. The multiphase routing for the DCS with single-channel links
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Fig. 3. The multiphase routing for the DCS with multi-channel links
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4 Conclusion
The mult iphase routing algorithm is the one of the most efficient for the directed data routing in the scalable computer
systems. Additional efficiency is achieved through the use of co mputer systems with mu lti-channel communications, as
in this case there is a comb ination of technologies and physical topology of mu lti-channel data that allows quickly reroute data according to the current parameters of the nodes and communicat ion channels, and provide sufficiently
reliable data transfer from the sources to the receivers.
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